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INTRODUCTION
Effect ive  pol icy  management  has always 
been cr i t ical  to  the  success of  corpo-
rate  compl iance programs.  The events 
of  2020,  however,  have been a  power-
ful  reminder  that  pol icy  management 
is  becoming even more cr i t ical  to  the 
success  of  compliance programs ,  and 
to  business performance overal l .

Corporat ions have endured pandemic, 
recession,  soc ia l  just ice  protests ,  and 
c l imate  d isrupt ion—immensely  powerful 
forces that  demonstrate  the importance 
of  responding to changing circumstances  
in  a  d isc ipl ined,  thoughtful  manner. 
Meanwhi le ,  the  U.S.  Just ice  Department 
publ ished new guidel ines for  ef fect ive 
compl iance programs,  where one pr i-
mary  message was that  compl iance 
programs must  evolve  wi th  a  company’s 
changing r isk  prof i le . 

Al l  o f  th is  underl ines  the need for 
ef fect ive  pol icy  management .  Without 
i t ,  corporat ions won’ t  be  able  to  meet 
regulators’  expectat ions for  compl i-
ance programs,  or  respond to  d isrupt ive 
external  events  in  an ef f ic ient  manner. 
To  put  matters  in  terms the CEO and the 
board would  appreciate:  effect ive  pol icy 
management  is  a  strategic  advantage 
for  the  modern enterprise .  I t  helps  the 
business to  achieve  i ts  object ives  even 
in  today’s  h ighly  regulated and h ighly 
unpredictable  world .

That  sa id ,  pol icy  management  is  a  
compl icated process—and one that  
increasingly  depends on wise  use of 
technology  to  succeed.  To  bui ld  an 
ef fect ive  pol icy  management  program, 
compl iance of f icers  should  focus on  
the  fo l lowing s ix  po ints .

Workflows
Well-structured workflows guide the development  
and implementation of policies; they are, fundamentally, 
the process by which policies are created and managed. 
Well-structured workflows save time and resources  
for the executive team (including the compliance officer!) 
and establish a clear, consistent approach to policy  
management—which regulators want to see when  
reviewing the effectiveness of a compliance program. 

For example, workflows can define who “owns” certain 
policy duties: local managers might be allowed to set 
policy for vacation scheduling, while senior executives set 
policy for due diligence of third parties. Workflows also 
define the steps that should happen for policy manage-
ment: who writes the policy, which executives can review 
the policy, which executives can approve or veto the final 
version, and so forth.

Workflows should be able to create alerts for steps that 
don’t happen in a timely manner, and then escalate those 
concerns to the proper senior executives. They should 
include guidance on which employees should receive a 
new policy. 

Lastly, workflows should include reminders for periodic 
review of policies that might be subject to change. (The 
pandemic is an especially apt example of this point. Con-
sider all the new work-from-home or health and safety 
policies companies have adopted, and how those stan-
dards might need to change from one quarter to the next.)

https://www.justice.gov/criminal-fraud/page/file/937501/download
https://www.justice.gov/criminal-fraud/page/file/937501/download
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Rapid Response
The pandemic (and weather disasters as well) also 
demonstrates the need for a “rapid response” capability in 
policy management. Companies must be able to identify 
changed circumstances, devise policy responses quickly, 
and assure that those updated policies promptly go to the 
affected employees.

The pandemic alone drove an enormous number of new 
regulations around the accommodations companies must 
make to employees either working from home or working 
in physical locations with heightened health risks. Even 
without new regulations, the pandemic forced changes in 
operating procedures that altered existing risks; consider 
all the new security risks introduced by having millions of 
employees using online collaboration tools. 

Strong policy management identifies those changed cir-
cumstances quickly, and then relies on workflows to churn 
out new policies responsive to the issue. For example, 
policy management should integrate into any system or 
process the company has to monitor regulatory change, so 
that new regulations applicable to the business generate 
an alert that new or revised policies might be necessary. 
Or if the company has an in-house committee to discuss 
operational issues (say, evacuation plans for wildfires or 
hurricanes), part of that process should be consideration 
of new policy. 

When a new policy is warranted, workflows and rapid 
response should work hand-in-glove, relying on templates 
and field-tested processes to generate, approve, and roll 
out the new policies swiftly.

Employee  
Understanding
Effective policy management should assure that once 
new policies are developed and sent to employees, those 
employees certify their receipt and understanding of the 
material.

Many compliance programs have already integrated this 
concept into training—say, a short quiz and attestation re-
quirement at the end of an anti-corruption course. Indeed, 
having employees sign a physical copy of the company 
handbook or policy manual has been standard procedure 
for decades. 

Policy management in the online era is no different. It 
should include an attestation requirement; some mech-
anism for employees to ask questions about the policy if 
they’re unclear on what’s expected of them; and alerts to 
managers about which people have ignored that certifica-
tion requirement, so managers can follow up.

Again, this part of policy management should include 
alerting and escalation features, so that managers and 
senior executives can be aware of who isn’t reading and 
attesting to the policy in a timely manner. Compliance 
officers will also want to aggregate employee attesta-
tions for better reporting and analytics: seeing at a glance 
which business units take longer to complete attestations, 
or which policies seem to need more time for employee 
understanding. That insight helps the compliance officer 
to improve future policy development—and provides a nifty 
bit of documentation when regulatory examiners review 
your program.
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‘Living’ Metadata 
There is enormous potential to improve policy manage-
ment by embracing what we can call “living” metadata: 
where technology tracks how employees interact with 
your policy management system, to help them find needed 
information more quickly and to let managers understand 
which policies need the most scrutiny.

For example, a large organization can easily have thou-
sands of policies, all housed in one library. That could pose 
daunting hurdles for an employee searching for a specific 
policy relevant to him or her; they could spend an hour 
sifting through all policies related to “facilitation pay-
ments” or “harassment” or “COVID-19.”

Living metadata would manage your policy library more 
like an AI-driven search engine, where it displays the “Top 
10 Policies Read This Week” or “Most Read Policies About 
COVID-19.” At a global organization with many thousands 
of employees, chances are that any single employee is 
looking for the same material as everyone else. (The 
library could also remember each employee’s particular 
policy preferences, so he or she wouldn’t have to recreate 
a complicated search every time.) 

Living metadata can also allow employees to “chat” about 
policies with managers and compliance officers, akin to 
adding comments in a shared document. They could ask, 
“Why did we change this?” or “I don’t understand this part, 
could someone explain it?” Then compliance officers and 
managers could add their commentary to help people 
understand the context around a policy. That’s crucial, 
because a policy existing without context is more likely to 
be ignored or misunderstood. 

Monitoring
Effective policy management also hinges on an under-
standing of what is not working well in the compliance 
program, so compliance officers can revisit policies, 
procedures, and controls. That means a strong monitoring 
capability is crucial. 

Living metadata, mentioned above, provides some of that 
monitoring by capturing employee questions as employees 
ask them. Comprehensive monitoring, however, depends 
on capturing other types of information that help compli-
ance officers understand what’s really happening, such as:

•	 Calls to internal hotlines

•	 �Instances of problematic transactions,  
such as payments sent to high-risk third parties  
before due diligence is complete

•	 Audits that document control failures

•	 Updated or new regulations

•	 �Queries from managers about issues  
that might need policy attention

Some of that information can be collected in an automated 
fashion (such as hotline calls and problematic transactions)  
and built into a dashboard compliance officers use to 
see policy issues at a glance. Other types might need 
to be part of a process that compliance officers use for 
risk assessment: meeting with internal audit to review 
audits of internal controls or discovery of emerging risks. 
Regardless, monitoring is crucial because it provides an 
awareness of what policies or procedures aren’t working 
and need attention. 
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Enterprise  
Integration
To generate a useful return on the investment, your policy 
management must be integrated into the rest of the 
enterprise—specifically, other IT systems. Only then can 
the company use policy management in a way that is both 
efficient and responsive to changing conditions.

For example, policy management should be integrated 
into the company’s HR and personnel systems, so the right 
employees get the right policies at the right time (espe-
cially new employees, or employees moving into a new 
role). Otherwise onboarding new employees will be more 
of a manual process, matching each person and role to 
relevant policies. The result: more risk of failure  
and more cost. 

The more policy management is integrated into other 
enterprise operations, the more efficiently policies can be 
developed, implemented, and updated; the more seam-
lessly the whole organization can adapt to new risks that 
are driving the need for new policies. 

CONCLUSION
Companies  have an immediate  need  
for  strong pol icy  management ,  in  that 
the  Just ice  Department  expects  i t  
as  part  o f  an  ef fect ive  compl iance  
program.  (One could  even argue that  
the  seven elements  of  an ef fect ive  
compl iance program according to  the 
U.S.  Sentencing Guidel ines al l  h inge  
on ef fect ive  pol icy  management . )

Beyond that ,  however,  strong pol i-
cy  management  is  just  good business 
sense.  The tumult  of  2020 has  demon-
strated t ime and again  that  companies 
must  be  able  to  assess,  improvise,  and 
formal ize  pol icy  and procedure—more 
quickly,  and on more subjects.  I f  com-
pl iance of f icers  embrace best  pract ices 
for  pol icy  management ,  that’s  possible . 
The resul t  wi l l  be  an enterpr ise  better 
posi t ioned for  regulatory  compl iance 
r isks,  and one wi th  a  strategic  advan-
tage to  succeed in  turbulent  t imes.

Learn more at STEELEGLOBAL.COM

https://guidelines.ussc.gov/gl/%C2%A78B2.1
https://guidelines.ussc.gov/gl/%C2%A78B2.1
https://guidelines.ussc.gov/gl/%C2%A78B2.1

